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"Monitoring and Trending Process Data to Predict Fa ilure"

INTRODUCTION

Supervisory Control & Data Acquisition Systems (S04 are nowadays used in
order to monitor, control and analyze operatiorspd€ially in gas transmission, the
tendency is to have central systems, supervisinge laetworks, extended areas
(usually a national transmission network as a whaled complicated unattended
facilities (compressor stations, border statiotis)is leading to reduced operational
costs and central control.

As supervised subsystems and complexity of loogiclalevices are increasing, the
role of the SCADA operators is becoming more dernmagndnd sophisticated. Their
responsibilities can include:

Monitoring facilities, responding to alarms, andtolling field devices in all
or part of the SCADA system.

Initiating sequenced control, or commanding indiNt field devices,
including setpoints.

Displaying or printing reports and trends.

Performing certain configuration changes, suchiasmlimit settings.

Operation managers on the other hand, as fieldopee$ is decreasing in number,

have to develop methods to substitute field sug@mwiand get the most out of what
SCADA and related software can offer them. Theyrarenore the people who pick

up a phone and transfer field alarms shown in tegstem. They have to be able to
combine alarms, produce new, according to theidsieignore the nuisance ones and
focus on those which hide dangerous situationsy Tiaee to play an active role in

reliable operation and support preventive mainteeafield personnel expect much
more help and guidance from their side.

The scope of this presentation is to show how comBGADA tools can be used by
the operation manager in order to acquire useformmation from the field, find the
root causes of system failures, analyse situatiodspredict behaviour.
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SYSTEM DESCRIPTION

The Hellenic gas transmission system is compride81@ km high pressure main
pipeline for gas transportation from the Greek-Bwian border to the area of Athens,
520 km high pressure branches, three entry powws ljorder stations and one LNG
terminal), line valves and metering and regulastagions. (picture 1)
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There are two border stations, one at the northRossian gas supplied through
Bulgaria, and one at the east for gas suppliedugirorurkey. There is also an LNG
plant, in the wider area of Athens, where the gsapart of our gas demand is
concentrated.

Along the high pressure lines, there are a fibhgicacable and a PDH multiplexing
system, which are used for the voice and datafeameeds of the company. PTT
leased lines are also used as back-up lines in asptic cable or multiplexing

system failure.

Our SCADA system is comprised of a fully redundddin Gas Control Centre
(GCCO), located near the area of Athens, and a Ba€lantrol Centre (BCC), located
at northern Greece, near Thessaloniki. BCC is umedrand is used for disaster
recovery. (picture 2)

DESFA SYSTEM STATUS CONFIGURATION

ol Center (GCC)

E
o

(Picture 2)

All critical components at GCC are configured aduredant pairs (real-time and
historical servers, historical disks, communicati@guipment, networks, and
operators’ consoles). BCC is a copy of GCC, ext¢kat no redundant components
are utilized there. The two centres are connechedugh a 2 Mbps fibber optic
connection and a 2 Mbps PTT leased line. Up to tmeve are about 100 RTUs
connected to the system.

This configuration is such that at least no sinfddure can affect the normal
operation of the transmission system.
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The SCADA system has features which enable theatgar monitor all critical
parameters in real time, store data and producwidréo evaluate operation. By
analyzing stored data (alarms, events, and prodatsy and their sequence after a
failure, the maintenance personnel get valuablerimdtion to investigate the root
causes and improve maintenance programs.
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EVALUATION AND USE OF STORED DATA FOR POST-FAILUREANALYSIS

Generally, alarms are used to indicate that opgratonditions are approaching or
have exceeded prescribed tolerances.

There are two kinds of basic alarming:

The first is the status alarms, received directlynf the stations.
Telemetered equipment, via contacts, inform thdesysabout their
status, i.e. open-close (valves), normal-failutlewfcomputers, station
PC, transmitters), operating-not operating (punipsaters), normal-
high/low situation (filters, vessels, regulator pos).

The other is the alarms produced by SCADA systesedaon the
value of the telemetered parameters.
This category includes the high, high-high, low dod-low alarms

(picture 3).
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Picture 3

The status alarms that we receive in our systemaamdustained are recorded in an
access file and categorised (i.e. gas trainstiesi electrical supply, security, fire
protection). This file is used to produce repods the operation and maintenance
department as a reminder for their maintenancedsiddeBut, at the same time, it is
also used in order to statistically analyse mostdent problems occurred in our
stations. Reports produced can give a general gfehve existing and past alarms per
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station, area, category of equipment or even parepiConclusions from the use of
such tools depend on the basis of analysis antv&an

the most vulnerable part of a station which shdédubstituted

the stations with most frequent alarm situationictv can be due to
design differences compared to the rest of theesyst

the utility which most frequently causes unavaliagbof the station

This can be a hint for future design changes irneof increase reliability and
availability of the stations.

The other category of alarms produced by the sysbased on the analogue value of
the parameters, is a quite strong tool, which basetused correctly in order to assist
in operation supervision. The advantage of thesbat they offer greater flexibility
and that they can be set and changed easily angomlithe current operational needs
and status.

For example, the correct operation of a regulasor lse monitored through the use of
status alarms received by contacts (limit switeb)f the field directly. So, we can
receive high, high/high, low, low/low position (foseparate contacts) of the regulator
and thus be able to accept desired operation ofré¢balator when no contact is
closed.

A different approach to this goal is to receiveedily the relevant position of the
regulator. By monitoring this analogue value, we able to get more information
about the equipment’s performance. But, sincedifficult for the operators to watch
each change of value for all the telemetered painis easier to set the high,
high/high, low, low/low values (picture 3) and lgte system warn you when the
operation is getting out of the desired levels. @deantage with this setting is that
now you can easily change the relevant values wlleee alarm is produced,
something which is quite difficult with status atzs.

Apart from that, analogue values carry more infdiomand can be used for different
purposes.

The following example shows how stored data candssl in post-failure analysis, in
order to improve operation.

Some time ago, in a regulating station supplying gaa power plant, we had the
slam shut valves energized one hour after the dénraough the station was zeroed.
(picture 4) It is noted that our stations’ configtion foresees two slam shut valves
(with exactly the same set points) right beforerggulator. There are usually two gas
trains, one in operation, offering 100% redundawdgo, after the regulator, there is a
relief valve.
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(Picture 4)

The distance between the regulating and the metesiation is 3,5 km of 20’
pipeline. (picture 5) That means that there is fiebwf gas between the two stations
and the customer is actually receiving gas frors thiffer. Sudden demand changes
do not directly affect the regulating operation.
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(Picture 5)

This event was with no actual further effect foe ttustomer (as flow was already
zero), but, nevertheless, the operation managetchéidd the cause of the event and
see if it could have been avoided.

So, the first action was to see the relevant evantk data, by using the historical
database. As expected, trends of the stored dateesl that the outlet pressure of the
regulating station started to increase when thedgasand was zero. (picture 6)
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Comparision between flow against pressure
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(Picture 6)

When the pressure reached the upper set pointsléne shut valves closed. The
increase of pressure was not noticed by the opsrahs at the time there were no
alarm limits set to outlet pressure.

That led to the conclusion that the regulator thtle zero flow when needed. On site,
the maintenance personnel discovered that the egumipwas internally in a bad state.
Small particles traveling with gas had probablyraded the body of the regulator,
thus, gas flow could not be stopped.

After the event, alarm limits were set (low and H)igo each outlet pressure
indication. This would help the operators notice #tonormal state in a similar future
situation. (picture 7)
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(Picture 7)

But, the problem remained that the equipment faikfmould be somehow predicted.
And in this case, of course, the piece of equipntleat had failed was actually the
regulator. Could this have been predicted evenawitizero flow (which in the case of
a power plant is something quite rare)?

By further analyzing data, it was discovered tbafpre the event, pressure regulation
was very unstable when flow demand decreased artairt (intermediate) level
(picture 8), about 50% of the maximum.
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(Picture 8)

Again, as fluctuation occurred only under some @nditions, it was very difficult
to notice. This fluctuation was not big enough &dut of the high and low limit set
for the outlet pressure. Neither could these limigsstricter and produce too many
alarms.

At the same time, (picture 9), it was discovereat tfas flow from the LNG plant was
also very unstable under the same conditittns. noted that the LNG plant is 48 km
away, in a different branch and the two branchesannected in a mixing station.
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(Picture 9)

At first, it was believed that there was a problenflow control of the LNG plant at
the certain flow level. (picture 10)

(Picture 10)
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So, the sign of the forthcoming equipment failureg(lator) was the instability and
oscillation we had at that part of the system nekwawhen the demand was not very
high.

This example shows that the operation managerdhbe tble to identify the system
parameters which should be closely monitored. Thiperformed by choosing the
right analog signals and by setting alarm pointerAall, the value of an alarm
introduced by the system to the operator is thahduld reduce the likelihood of a
minor problem escalating into a major incident.

Of course, it is not easy to avoid an alarm ovetpoing system, which would
confuse rather than lead to conclusions. But, @astme time, the challenge to utilize
the data collected in order to avoid undesiredasivas is really high.

Up to now, there is no standard methodology whiabuld help the operation
manager set the alarm limits on analog variablesir(iy the high and low alarm
limits — as the high/high and low/low are defined the operational needs and
restrictions).

So, the operation manager is trying to compronusedifferent things:
The need for a stable system producing only a fewrs under every
routine operation and
a “clever” system which would help him predict usgled behavior.

His experience has to be utilized in order to tathkeantage of the available tools.

Periodically, the accent database that we keephiralarms is used for the system
metrics. The average and the maximum number ofmalgrer hour are calculated in
order to evaluate the performance. It is not wasevterload the system with possible
alarms, which would lead the operators to just askedge and ignore them.
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PARAMETER TRENDING AS A TOOL TO PREDICT FAILURE

Frequency of a received alarm is also quite helpfufrequently introduced alarm
might be a nuisance for the operator, but by umgeilhe exact causes of the alarm,
we can find problems in our system which otherwiseild be very difficult to notice.

As an example for this, | use the system commuioiesitabular display. (picture 11)

(Picture 11)

Periodic loss of communication between a commuionat point and the central

system is something acceptable and expected. Widhe reminded that each point is
supervised via the main communications route (fiatic cable) and the secondary
route (leased line).

By having a closer look at the communications stias table, it can be noticed where
and when the communications problems increase.cdhelusions from this might
be:

ageing communications equipment (cards and equipntéas leading to
preventive maintenance
problematic communications link (especially wheisia PTT leased line)

The second conclusion is sometimes not so simpte. éxample, by noticing
deterioration in communications through a leased, lit is often used as a guide in
order to ask the owner of the line to make inspesti

On the other hand, when we have deterioration mmgonications through our fiber
optic cable, we usually perform signal meteringgeand try to allocate the exact
point of the problem. In the past, in a similaruation it was found that, signal
deterioration was the result of excavations thak ta&ken place and the cable was hit
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(as usually, we were not informed) in the pastties cable is close to our pipe, this
could be a sign that also the pipe was hit in t&.p

Ambient temperature monitoring is also used as ansi¢o predict possible failures in
equipment (mainly electronic devices and telecomoation equipment). In the past,
we used to monitor the operation of the A/C systésasnmer heat is a problem for
us, as without AC the ambient temperature gets 40h&2).

As it was rather expensive to have signalling friva units, we actually found it

much easier and direct to monitor the exact parm@emperature) that causes
equipment deteriorations and failures. By monitgranly the analogue value of the
ambient temperature, we could set the appropriatendimits. These are energised
only when there is fear for the equipment (sumnmee), and as a result the total
alarms produced were decreased.

Apart from the combination of high and low alarrtigre are also the so-called "rate
of change" alarms, which are more complicated. @hesds of alarms are triggered
when there is an unusually sudden change in theesabf the chosen telemetered
parameters. The rate-of-change tool has also besohfor operational purposes.

The rate-of-change (ROC) alarm limit (picture 12)egistered if the value changes
by more than the configured value per second. A RIHDm is a "rate" of change

alarm, not an absolute change alarm; this mearsittima transient alarm, unlike

hi/lo alarming, which is state based. ROC alarnesramoved immediately after they
are acknowledged. Unlike state based alarms, thayotlresult in a return-to-normal

alarm following the ROC alarm. If the ROC alarmealdy exists within the alarm

summary, then it is not generated again when ituscat the next poll. If it has been
acknowledged, and a poll determines that the ratdange is still greater than the
limit, then another ROC alarm is generated. ROCGnadaare independent of hi/lo

alarms.

(Picture 12)

Rate-of-changés determined by normalizing the last scan vahe the current value
to the unit time (in seconds): (picture 13)
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(Picture 13)

When we monitor an analog signal, we usually seitdi (high and low) where we
want to be alerted for abnormal operation. For flmeasurement, especially when a
metering station is serving only one customer, atams are usually expected
(depending on the flow pattern of the customer)sunh cases, it is very difficult to
notice problems in measurement.

There is an example in one such a metering stafiaur system where there was a
failure in the turbine meter (blades). This causedsudden change in flow
measurement by 10%.

This change is not so big and it can happen alsterunormal operation. The only
thing that was different in this situation from armal one was the rate of this. The
operators were alerted by the rate-of-change (R&l&m, which had been set in
order to detect such situations. (picture 14)

(Picture 14)

After the alert, the operator came into contac¢hwie customer’s control room and
verified that there was no change in gas demandoufih the use of the valves
remote operation function, the operators were @blehoose the redundant skid for
operation and invoicing, till the field personneldd detect and fix the problem.
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PROCESS SECURING AND CONTROLLING THROUGH REMOTE
OPERATION OF VALVES AND REGULATORS

Apart from the local redundancies used, the sadétihe system is ensured through
the use of remote operated valves (process oostahiut-down) and remote set point
adjustments (pressure regulators and flow control).

The previous example also showed how useful th@tewperation of process valves
can be. This function enables the SCADA operatorgdntrol the operation and

minimise the effect of local instrument failures (far as there are redundancies) in
the operation and invoicing. They are in the positto choose the gas skid in

operation, and operate with more skids when nepgg¢sacases when flow demand

reaches the high flow set point of the meteringlski

Also, remote operation of auxiliary equipment, libeilers and gas temperature
controllers (by remote set point) can serve towé#nds For example, the operation of
gas preheating can be used only when it is negesEaat means that the SCADA
operator, when deciding whether to operate prefgatan take into consideration
telemetered parameters like:

gas quality (presence of heavy hydrocarbons andrveantent)
ambient temperature

pressure reduction needs

temperature contractual value for gas deliveries

Also, the operator can just change remotely théretbvalue of the temperature for
gas deliveries.

Remote operation of regulators is a tool which sexuihe system in many cases
(picture 15):
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Picture 15
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By being able to change the set point of the régul@motely, we can :

adjust our operation to the current needs of th&tormer without time

delays or man hours spent on field. Delivery presstan easily be
changed.

select the primary and stand-by skid of the staf@specially when there is
a failure in the primary skid affecting the measoeat). That means that it
IS not necessary to close a skid valve in orddorice gas flow through the
stand-by skid.

come closer to the operational curve of the mdtabipe) and minimize

the effect of varying flow demand in measurement.

distribute flow requirements equally in all stasoconnected to a ring of
medium pressure

affect velocity of gas through station equipment

By being able to set the flow override value, we:ca
protect the equipment from overflow
restrict flow delivered when there is gas shortage

In conclusion, remote operation of field equipmges an active role to the SCADA
operator and supports safe gas operation.
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BUILDING ENVIRONMENTAL PROTECTION SOLUTIONS INTO EACH
OPERATIONAL LEVEL

A gas transmission system has to operate with\safietl economically. What we
analysed up to now certainly give the SCADA opeakeys in order interact with
the system towards these goals and not just wdHepeally.

But, a transmission system must have protectivehamsms from the design phase.
These mechanisms should lead to safe performantbeg@ersonnel and the people’s
lives and properties close to the gas stationstifendfact that should always be kept
in mind is environmental protection.

For pipeline rupture, there are tools which helpredict it and avoid it (risk analysis,
inspections). But, when it happens, there is a &moéchanism of on-call personnel
and fire-brigade people mobilised in order to miseneffects. The time needed to
start actions is usually between half and one hour.

In order to minimise this time even more, we hanw&dlled Motor-Operated Valves
(MOV) in many valve stations, especially in thosp@ying gas to branches. As a
result, the SCADA operators are in the position cantrol the effects to the
environment, after a pipe rupture, instantly, by gush of a sole button. In this case,
of course, the origin of the information receivedjuite crucial. The SCADA operator
has to rely on the information received (by phofiejn the site of the event and
combine them with the parameters monitored. Th®magas easy but the decision is
not (having in mind that a whole network and mamstomers depend on this
decision).

Each metering & regulating station is built in suctvay so as to minimize gas sent to
the atmosphere in abnormal conditions. Proceseamtgency shut down procedures
are energized automatically and eliminate natuid @mitted. Furthermore, the
SCADA operator can remotely control undesired effdxy giving commands to each
station valve.
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CONCLUSIONS

SCADA tools and related software can be used irroi@ evaluate your transmission
system stable operation. Many failures can be ptediand avoided when we try to
learn from previous abnormal situations, and whemwonitor and combine the right
signals.

On the other hand, the active interference of tBASA operator to the system is
needed for greater stability. Remote operationqofiament is costly but certainly has
a great added value.

The ability for certain remote operations also esrtowards better environmental
protection solutions in the level of SCADA operator
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